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DE XUAT KIEN TRUC VA DANH GIA THU NGHIEM
KHOI MA HOA KHONG DUNG SBOX CHO
HOAT PONG TRUYEN THONG CUA CAC HE THONG IOT

TOM TAT

Hoat dong truyén thong ludn la thach thirc chinh cua céc thiét ké IoT hién dai, giai
quyét bai toan truyén thong hiéu qua can bang gitra chi phi (ndng luong, nang luc
xwt 1y) va hiéu qua gop phéan chinh vao thanh céng chung. Van dé bao mat IoT tuy
khong méi nhung van ludn 1a mot thach thikc 16n, nhat 1a véi cac hé thong IoT trong
khong gian rong kha nang bao quat cia nguwoi dung han ché. Bai bao nay dwgc phat
trién theo xu thé tich hop chitc nang bao mat vao bén trong cac hé thong IoT véi uvu
diém tiéu thu nang luong thap, khong yéu cau nang luc xtt ly va hiéu qua truyén
thong cao. Thuéat toan bao mat khong st dung sbox cho phép nguoi thiét ké tdi uu
chi phi thiét ké thuc thi d€ tir d6 t6i da hoa hiéu qua chung ctia toan hé théng IoT.

Tw khéa: Bao mat, truyén thong IoT, COMET, blockcipher.

1. MO PAU

Hién nay xu thé nghién cttu va trién khai ting dung theo dinh hudéng IoT dang
la mot hudng rat duwoc quan tam va cling mang lai nhiéu loi ich to 16n. Cac hé théng IoT
gop phan nang cao hiéu qua cudc séng, gia tang nang xuat lao dong va hon thé nita la
gop phan quan trong trong cong cudc phong chdng dich bénh. Cac thiét bi IoT cho phép
tao lap dit liéu sau rong va da dang va sau do sé chuyén tai vé trung tam xu ly; day la
thanh & co ban dé tao nén di liéu 16n cho twong lai. Hoat dong truyén thong gitra cac
thanh phan cta hé thong IoT cling nhu gitta cac hé thong lai ¢6 nhing rang budc rat
khac nhau ma mét s6 tiéu chuan bao mat dang c6 chua thé dap ting mot cach tdi vwu voi
cac nhu cau nang luong, hiéu qua x ly, hiéu qua truyén thong.

Tiéu chudn mat ma hién dang phd bién nhat la thuat toan AES duoc NIST cong
bd trong [1]; nhung cht yéu van dung cho hoat dong truyén thong giita cac may tinh
theo chudn Internet. Vi cac hé thong IoT véi rang budc vé tiéu hao nang lugng, hiéu



Tap chi Khoa hoc va Céng nghé Trieong Dai hoc Khoa hoc, DH Hué’

nang xt ly khong manh nhung lai yéu cau tinh bao mat lai rat cao thi AES chua phai la
mot lya chon phu hop. Do vay, Vién tiéu chuan va cong nghé My - NIST da va dang tién
hanh cac budc d€ tuyén chon giai thuat mat ma phu hgp cho cac hé théng cong suat thap
twong dong vaéi xu thé IoT[5].

Thuat toan COMET (COunter Mode Encryption with authentication Tag) la mot
trong nhiing thuat toan dwoc dé xuat cho viéc xét tuyén chudn héa cua NIST néi trén voi
dac diém noi troi 1a khong dung khoi sbox ma da phan cac giai thuat bao mat dang khoa
cong khai van dang dung. Thuat toan COMET duoc phat trién dya trén md hinh CHAM
da dugc cdng b tai [3] v6i trong tam 1a ham 13p cho phép xoan dit liéu dau vao véi khoa
bao mat hoidc van st dung nén cta thuat toan AES da co.

Tuy nhién, giai thuat COMET ndi riéng va hau hét cac giai thuat tham gia cac
vong lira chon d€ tao thanh chuan héa ctia NIST van & dang y twéng va dé xuat phuong
phap xt ly s0 liéu & mutc hé thong. Giai thuat thuong duwoc trinh bay ¢ dang toan c6 két
hop véi ma ngudn ngoén ngtr C. Day 1a mét thach thire 16n d6i véi dinh hwdng nghién
ctru thiét k& phan cting khi ngureoi dung can phai ndm bt 5t cac phrwong phap xtt 1y s8
liéu cu thé dong thoi phai c6 giai phap chuyén hoéa quy trinh xt ly tuan ty thanh hoat
ddng song song thoi gian thuc. Do vay, trong khudn khd bai bdo nay ching toi tap trung
vao hoat dong thyc thi ma hda khoi div liéu cua thuét toan COMET va tir d6 dé xuat nén
kién trac kha thi thyee hién chitc nang ma hoéa phut hop va dé xudt giai phap kiém thw
hoat dong cua khoi thiét ké.

Noi dung chinh ctia bai bao duogc trinh bay ttr co ban vé thuat toan COMET trong
phén 2, phan 3 tap trung mo ta kién tric ma chung t6i dé xuat dé thuc thi khéi ma hoéa,
phén 4 la trinh bay vé kich ban kiém thtr va két qua kiém thtr da thu duoc. Phan 5 chung
toi dwa ra két luan chung cta cong viéc da thuc hién.

2. Thuat toan ma héoa COMET

Thuét toan ma héa COMET viét tat tir cum thuat ngtt COunter Mode Encryption
with authentication Tag — Ma hoa ché do dém voi thé xac thuc 1a mot thuat toan mat ma
duoc dé xudt cho hoat dong truyén thong cong suat thap huong dén cac hé thong IoT
tién tién. Thuat toan COMET la mat ma khoi hoat dong theo nguyén ly cung cdp xac
thue ma hoa két hop véi dir liéu quan hé - AEAD (authenticated encryption with associated
data) [4]. Day cling la mot trong nhitng thuat todn duoc vao vong 2 cua quy trinh lua
chon bd ma chuan héa cho cac lién két trong hé thong IoT cua NIST. Thuat toan COMET
duoc dé xuat theo ca hai nguyén ly 1a AES va CHAM; dong thoi ciing ho tro hai dang
kich thwdce khoi 1a khoi 64bit va khéi 128bit.

Tuy nhién, trong bai viét nay chung t6i tap trung vao nghién ctu giai thuat dé
xay dung nén kién trac khoi ma ting dung cho hoat dong bao mat voi khadi 128bit nén
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phan trinh bay giai thuat ching t6i cling chi tap trung cho hoat dong ma héa khai 128bit
stt dung nguyén ly CHAM128 [3].

2.1. M6 ta khéi ma khéa - CHAM

CHAM duoc xay dung dya trén mo hinh thiét k&€ ARX ma khong st dung khoi
sbox nhuw nhiéu thuat todn bao mat pho bién hién nay. CHAM c6 kich thude khéi thuong
dung la n = {64,128} cung v6i kich thudc khoa k = {n, 2n}, nhung thuat tooan COMET chi
tap trung vao truong hop k = n. CHAM hoat dong theo phuong thirc ldp vong véi s6
lan 13p la 80. Bén trong mo6 hinh CHAM hoat dong dan chéo theo don vi ttr, mdi khoi sé
gom 4 tir; nén voi CHAM128/128 sé st dung tir 32bit va CHAM64/128 sé skt dung tir
16bit. SO luong vong lap va kich thudce tir dugce ky hiéu lan lwot 1a v va w. M6 hinh
CHAM-n/k ma khéa mét ban tin P € {0,1}" thanh mét ban ma C € {0,1}" st dung mot
khéa bao mat1a K € {0,1}" bang cach st dung r ham vong nhu sau:

1. P dwoc phan chia thanh 4 tir w-bit 1a S9, 57,57, S§

2. Tai mdilan lgp thiti, i € {0,-+,r — 1} thi dau ra la S*+* dwoc tinh nhu sau

Ung véi cac Tan 13p chdn sé 1a:

sitt=( (st ®i)H ((5{ & 1)@Ri0/2k> X8
W

St =Sl v6i0<j<2

Dai véi cac lan 1ap 1é
i+1 — i i i
Sitt = (S§ P i) H ((S1 & 8)€BRL_%%) « 1

SHl =S/, v6i0<j<2

Trong do, @ la phép cong module 2 cho ting bit

H 1a phép cong module 2%

«< la phép dich vong vé phia trai

3. Phan chia khéa cia CHAM n/k dugc 1dy tir khda bao mat K € {0,1}" va tao
ra 2k/w khoa vong w-bit ky hiéu lan lwot la Ry, Ry, -+, Rag -1 O d4u vao mdi
[an thwc hién khda ma sé duoc tao ra nhu sau:
Ri= K ® K «1)@®K; <« 8)
Risimer = K ®K; <« DOK; « 11)

Trong d6,i € {0,,k/w}
2.2. Thuat toan ma héa COMET

Thuéat toan ma héa COMET duoc dé xuat 1dy khoi ma khéa CHAM la trung tam
dé tao khoa ma tir khoi khoa K va khdi tir tin dau vao PT nhu da trinh bay trong phan
trén. Hoat dong ma hoa duwoc chia thanh ba doan gom: doan thiét lap init_state; doan
ma khoa dir liéu va ma khda ban tin.
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DPoan thiét 1ap — Init-state c6 chirc nang xo0an trén dit liéu dau vao bd ma va tinh
toan cac thong s6 phu hop véi tiing treong hop ma hoa.

o T

k/ Bat dau \\
A 4

Poan thiét lap
Tinh Yo, Zo va céc
théng sC a, mva |

Poan ma d liéu
proc_ad
Tinh Y, & Z,

Poan mé ban tin
proc_pt
N

Tinh YI, ZIvaC

—

Tinh thé xac thuc

Hinh 1: Luu d6 thyc thi qué trinh ma héa COMET

Doan ma khoéa dit liéu thiec hién chirc nang xodn tron dir lieu dau vao sau khi
dwgc chia thanh cac khai 128bit hodc nho hon va stt dung ham lap 80 lan d€ ma hoa di
liéu cho ting khdi dir liéu da duoc chuan bi. Sau d6 di liéu ra duoc ghép ndi tro lai
thanh chudi tin ma héa pht hop.
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Poan ma hda ban tin thyc hién tuwong tu nhu v6i ma khoa dir liéu nhung dau
vao la ban tin chwa ma héa va di liéu dau ra ciing la sy phoi ghép cac doan ma hda theo
khoi tiéu chuan 128bit.

Hoat dong tinh thé xac thuc la hoat dong cudi cung cua chudi quad trinh ma hoa
dé€ thu duoc thé xac thuc la khoi dit liéu 128bit. Toan b qua trinh ma héa COMET s
dung CHAM duoc trinh bay trong Hinh 1.

Phan 16i ctia ca ba doan trén van 1a ham 1ap vong 80 lan CHAM da duogc trinh
bay 6 phan 2.1. Cac ham tinh déu stt dung ham lap vong CHAM véi cac dix liéu dau vao
thich hop.

3. KIEN TRUC PE XUAT CHO KHOI MA HOA

Giai thuat COMET hién chi dwoc gioi thiéu chung va thuec thi béng ma nguon
mo trén nén ngdn nglt C++ dung chung cho cac hé thong tinh toan da dung va con chua
duoc phat trién thanh cac kién trtc kha thi cho cac ting dung cu thé. Vi vay, trong bai
bao nay chung t6i hudng dén muc tiéu 1a dé xuat mét kién triic kha thi cho ca cong nghé
FPGA va ASIC. Hon nira, chung t6i st dung cdng cu mo ta phan ciing maéi dugc phat
trién voi nhiéu hita hen vdi cac tinh nang noi bat la CHISEL 3 [2].

Khdi ma héa dugc dé xudt véi kich thwede khdi 128bit cé chite ning xoan dit liéu
gitra khoi khoa 128bit va khoi tir tin 128bit dau vao d€ tao nén khoi di liéu da khoa ma
128bit dya trén mo6 hinh CHAM da trinh bay trong phéan 2 ctia bai bao nay.

3.1. M6 ta kién trac chung

Tt hoat ddng vao/ra dix liéu cua khdi ma CHAM nhuw trinh bay & trén duoc ké
thira tit ma nguon mo C++ thi theo dinh hudng phat trién kién triic kha thi cho viéc tong
hop thiét ké trén cac nén tang cong nghé can duoc dic ta chi tiét hon. Trong cong trinh
nay chang tdi tap trung cho muc tiéu chitng minh tinh kha thi ctia thuat toan COMET
da duoc dé xudt nén han ché tdi da cac ky thuat chuyén sau trong hoat dong thiét ké
phan cing. Vay nén khoi ma héa dugce dé xuat voi hai BUS di liéu vao co d6 rong 128bit
twong ing voi cac dau vao ban tin va dau vao khoi khda, bén canh dé chiing t6i bd sung
thém hai tin hiéu bat tay duing chung cho ca hai BUS dau vao 1a i_ready va i_valid c6 chtic
ning twong tng la bao trang thai sdn sang va nhan xac thuc di liéu vao.
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> BLOCKCIPHER

Hinh 2: Kién triic chung cho khoi ma hoa

O phia dau ra ching t6i chi dé xudt mot BUS dit liéu ra c6 do rong 128bit két hop
véi hai tin hiéu giao tiép la o_valid va o_ready. Trong d6 o_valid la tin hiéu hudng ra c6
chttc ndng bdo hiéu dit liéu ra da san sang dé€ khéi tiép theo cé thé nhan duoc dit liéu tin
cay. Tin hiéu o_ready la tin hiéu hwdéng vao nham kiém tra trang thai nhan dt liéu ctia
khdi lién sau, néu tin hiéu sdn sang khong tich cuc thi di liéu ra phai dugc luu gite 6n
dinh cho khéi lién san sang doc vao. Do d6, trong qua trinh cho khdi lién sau doc dit liéu
thi tin hiéu trang thai tra vé cho khéi lién truede cling phai ¢ trang thai khong tich cuc.

Kién trac chung cho khéi ma hda duwoc md ta chi tiét trong Hinh 2
3.2. M6 ta chi tiét

Thuéat toan COMET duoc dé xudt dudi dang ma ngudn ngon ngtr C++ cho cac vi
xt ly 8bit nén chu yéu str dung cac ky thuat x ly thong tin ctia ngdn ngtv C++ ¢ két hop
ky thuat con tro. Ky thuat con trd va truyén vi tri nhé ctia cac bién cho phép vi xtx ly tinh
toan nhanh va hiéu qua. Tuy nhién, hoat dong xt ly thong tin dwa trén cac kién truc
phan ciing thi khong thé sir dung ky thuat con tro ma phai dwoc ddc ta chi tiét hoat dong
vao/ra va chuyén hda dit liéu ¢ dang song song dong bg.
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—> KEY round /1251

| . Data path

/128 L " forizeven
/128

]—b ct_buf 128

Data path *
| for i=odd /1
/128 A A os
8 Y Kevreg ——]

¥

Ctrl %a ctive—p»
f [

Hinh 3: Kién truc chi tiét kh6i md héa

A

Counter
Max =79

A

\

Thuat tooan COMET thuong dung cdc ky thuat ghi dich di liéu trong toan qua
trinh tinh toan ctia minh, nhung ¢ ngén ngt C++ nhom tac gia chu yéu sit dung cac tir
8bit nén 1a cho hoat dong xoan dit liéu phtic tap va it hiéu qua. Trén nén tang Chisel
ching t6i stt dung ki thuat cat ghép véi tir 32bit kha don gian nhu

Y = Cat(1(23,0),1(31,24))

Thi twong dwong v6i viéc xt ly ghi dich vong phia trai 8bit ctia mat tir 32bit dau
vao laI thanh tir dau ra 32bitla Y.

Kién truc chi tiét cua khéi ma hoa duwge md ta nhu trong Hinh 3

Toan bo kién trtic nay da duwoc chiing t6i déc ta bang ngdn ngt CHISEL 3 kém
theo ddc ta danh gia cling duwoc viét bang ngon ngtr CHISEL 3.

4. MO PHONG DE DANH GIA THU NGHIEM
4.1. Danh gia trong mét vong lap

Kién truc dé xuat da dugc ching t6i tién hanh mo6 phéng danh gia mot cach chi

tiét cac hoat dong xodn dit liéu trong vong 1dp véi r = 80. K&t qua duoc cho trong Hinh 4

la gian d6 xung cua mot chu trinh 13p theo ding nhu ham ldp cua thuat toan COMET
da cong bo trude do.
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Time

reset =0

clock=1

active=0

io i_valid=l

io_i_ready=0
io i key[127:0] =0FOEODOCOBOAOS080706050403020100
io_i_plantext[127:0] =0FOEODOCOBOA09030706050403020100
ct_buf[127:0] =979BF7971A7554A3EDFF3038385C3B21
ct_prev[127:0] =0FOEODOCOBOAOS080706050403020100

flg end=1
io_o cipher([127:0] =979BF7971A7554A3EDFF8038385C3B21

1o_o_ready=0

i0_o_valid=1
key [127:0] =0FOEODOCOBOAO080706050403020100

Hinh 4: Gian dé xung mé td hoat déng ma vdi vong Idp r=80

K&t qua kiém chirng véi gid tri vao ra trén nén code C++ d3 cd

Hinh 5: Gid tri vao ra khéi mé héa twong trng trong code C++

T hai két qua cho thay, voi cac gia tri dau vao la:

- Khéa KEY=0FOEODOCO0B0A(09080706050403020100 va

- Khéi tin vao pt = 0FOEODOC0B0A(09080706050403020100

- Khéi ma ra ct =97 9b {7 97 1a 75 54 a3 ed ff 80 38 38 5¢ 3b 21

Diéu nay khing dinh duoc tinh chinh xac ctia khdi ma ching toi da tién hanh
xay dung.
4.2. Danh gia hoat dong trao d6i dix liéu véi dau ra

Hoat dong danh gia con duoc chung toi thir nghiém trong mot s6 trueong hop
dau ra da san sang nhan vira chwa sdn sang nhan. Hoat dong danh gia nay la can thiét
dé€ chtiing minh duoc kha nang thyec thi 1én phan cting cta giai thuét tir y twong ban dau
chi trén nén C++ sé rat khac so véi viéc trién khai trén thuc t€ phan cténg.

Qua trinh khao sat danh gia dwoc trinh bay trong Hinh 6. Trong m6 phong nay
chting t6i dwra ra ba truong hop truyén thong chinh gom: khdi dau ra ludn san sang nhan
dir liéu; khoi dau ra chwra sdn sang nhan di liéu va di liéu dau vao chua cé tin hiéu cap
nhat dé khoi ma hoéa chap nhan dix liéu.
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SBF7971A7554A3DBFF007070B87659. /BF9BF7971A7554 A3DBFFO07070BB7659

}00000000000000009000000000000000

000000000000000000000000000000 f 10000000 J o }000000000000000000000000008 00000

g
-

Hinh 6: Gidn db xung cho khéo sdt trao déi di¥ liéu

5. KET LUAN

Sau thoi gian nghién cttu thuat toan ma héa ma trong tam la ham ldp vong theo
mo hinh CHAM chung t6i da bude dau dé xuat duoc kién tric kha thi cho khéi ham ldp
thiec hién hoat dong xo0dn dit liéu va chia khoa véi kich thude khoi 1a 128bit.

Poéng thoi ching t6i cling da bd sung va hoan thién dwoc co ché trao doi thong
tin hai chiéu gifta kh&i ma héa véi cdc thanh phan khac ctia hé thdng nham gép phan
khéng dinh tinh kha thi ctia giai thuat COMET trong hoat dong bao mat cho truyén
thong trong cac hé thong IoT hién dai.

Trong thoi gian t6i thiét ké nay can duoc hoan thién hon véi cac chirc nang dém
dt liéu va bd sung chitc ndng diéu khién chung cho toan bd khoi mat ma theo ding giai
thuat COMET da dé xuét.

LOI CAM ON

Nghién cttu nay duoc thyc hién trong khuon kho Dé tai cdp Dai hoc Hué ma s6
DHH2019-01-146.
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PROPOSED ARCHITECTURE AND TESTBENCH A BLOCKCIPHER WITHOUT
SBOX USING FOR COMMUNICATION IN IOT SYSTEMS

ABSTRACT

. Communication activities are the main issue when we design advantage IoT
systems; solving the communication effective with trade-off design costs (energy,
processing cost) with performance is always a key issue. Although IoT cryptography
is not new, but it is always a big challenge; especially for IoT systems used in large
space with limited user coverage. The article is developed according to the trend of
integrated cryptography function into IoT systems with the advantage of low power
consumption, no processing capacity and high communication efficiency. The
cryptography algorithm without-sbox allows designers to optimize implement cost

to maximize the efficiency of IoT systems.

Keywords: COMET, cryptography, blockcipher, IoT

GHI CHU:

Sau khi bai viét di dugc Hoi dong bién tip chon ding, dé nghi tac gia cung cip 1 file anh
chian dung va mot s6 thong tin 1y lich ngan gon bang tiéng Viét, bao gom: ho va tén, ngay
sinh, noi sinh, chitc danh, chitc vy, so lwgc qua trinh hoc tip va cong tac (nhitng méc thoi

gian chinh, nim va noi cdp hoc ham, hoc vj, ...), linh viec nghién ctu va thanh tich...

Nhitng thong tin vé tic gia sé dwgc in vao cudi mdi bai viét.
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