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TOM TAT: Mang xe cé tiy bién (Vehicular Ad Hoc Network - VANET) ld mét cong nghé mang thé hé méi trién khai trén cdc xe
0 t6 dang di chuyén Mbi xe tham gia vao mang tré thanh mgt bo dinh tuyén hodc nit mang khéng day két néi véi cdc xe lan cdn trong
pham vi ngdn. Nhiéu xe két noi véi nhau hinh thanh mét hé thong mang I6n d@é chia sé thong tin. Muc dich ciia mang VANET la nham
cung cdp mét moi truong giao thong thong minh va an toan cho nguoi lai xe. Do ddc diém ciia mang khong day la kho trién khai cdc
giai phap bao mat day di nhir mang cé dinh, do @6 mang VANET tré nén nhay cdam doi véi cdc cude tan cong ciia tin tic. C6 nhiéu hinh
thirc tan cong mang VANET di dige phat hién, trong dé hinh thire tin cong 16 den (black hole attack) la mot trong nhitng hinh thirc tan
cong gdy nguy hai nghiém trong dén vin hanh ciia mang. Trong bdi bdo nady, ching t6i tim hiéu va mé phong tan cong 16 den vio giao
thire dinh tuyén phdn vmg don dwong AODV va giao thike dinh tuyén phan iing da dwong AOMDYV trén mang VANET mé phéng theo
ban do giao théng tai thanh phé Cao Lanh. Tir d6 danh gic mire d¢ anh huong dén hiéu ndng mang & trang thdi binh thuwong va khi b
tdn cong 16 den doi voi 2 giao thire dinh tuyén néu trén.

T w khoa: Mang xe co tuy bién, vehicular Ad hoc network, VANET, tan cong 16 den, black hole attack, AODV, AOMDV NS2,
thanh pho Cao Lanh.

I. GIOI THIEU

VANET la mdt phan mé rong ciia mang tiy bién di dong khong day (Mobile Ad hoc Netwwork - MANET).
MANET va VANET la cic cong nghé mang thé hé méi dugc phat trién gan ddy, cac mang nay c6 thé hoat dong doc lap
khong phu thude vao co sé ha tang ¢ dinh. Cac niit mang trong mang VANET 1a cac phuong tién giao théng co trang bi
bo thu phat tin hi¢u két ndi trao dbi thong tin véi cac xe lan can (Vehicle-to-vehicle - V2V) hodc giira xe vdi co sé ha tﬁng
(Vehicle-to-Infrastructure - V2I) théng qua cac don vi ven dudng (Road Side Unit - RSU) dé cung cap céc dich vu an toan
nhu mat d¢ giao thong, tinh trang giao thong, canh bao nguy hiém,... cing cac dich vu giai tri khac giup 1ai xe va hanh
khach c¢6 mot hanh trinh an toan va mt trai nghiém giao thong t6t hon.

VANET di c6 mirc d6 phd bién va phat trién manh mé& trong nhitng nim qua. Nhiéu cong ty 6 t6 quan tdm dén viéc
cai tién va b sung cac hé théng hd trg VANET vao phuong tién ctia ho. Tuy nhién, cong nghé VANET hién nay van chua
dugc trién khai rong rai vi nhiéu Iy do khac nhau, trong d6 c6 nhitng rao can do lut quy dinh tai mot s6 nude. Tai chiu Au,
cong nghé VANET trén duong bo da dugc Lién minh chéu Au (EU) cip phép cing voi
nhiéu budc tién méi da dat duoc, cho phép EU co thé bit dau cung cdp VANET diy du chirc ning trong mét twong lai
khong xa [1].

Su phat trién cia VANET dua trén cong nghé mang khong day giup so luong ng dung tiém nang luén tang 1én
nhu hd trg 13i xe, thong tin giao thong duong bd hodc canh bao phanh khan cép. Tat ca cdc ung dung nay can trao doi dir
liéu voi cac phuong tién khac co thé lién quan dén sy an toan ciia nguoi lai xe. Mot mbi de doa c6 thé xay ra khi tin tic
thao tung giao thirc dinh tuyén dé cac xe trong mang gui cac gOi tin di qua nit doc hai va sau do cac goi tin ndy bi hiy
khién thong tin truyén tai trén mang bi gian doan. Cudc tan cong nay goi la tan cong 16 den [2]. Mure d6 anh hudng cua tan
cong 16 den ddi véi mang VANET phu thudc nhiéu vao mat do giao thong, van tdc di chuyén cua cac phuong tién. Tan
cong 18 den 1a mot trong nhitng hinh thirc tin cong c6 mirc d6 anh huong nghiém trong dén hiéu ning ctia mang VANET.

Cao Lanh 1a mét thanh phé dang phat trién cung voi nhiéu d6 thi khac trén ca nude. Tinh hinh chung 1a co s6 ha tang
giao thong ngay cang dugc mo rong va hoan thién nhung van khong dap ung kip su phat trién qua nhanh cia sb lugng cac
phuong tién tham gia giao thong dan dén tinh trang qué tai, 4ch tic va tai nan giao thong xay ra ngdy cang nhiéu. Nhim
huéng dén mot moi truong giao thong an toan hon, VANET la mot trong cac giai phap phu hop dé
trién khai.

Trong bai bao nay, chung t6i phan tich anh hudng ciia hinh thire tan cong 16 den vao giao thitc AODV va AOMDV
trén mang VANET tai khu vyc trung tim cta thanh phd Cao Lanh dong thoi so sanh hiéu ning ctia mang trong truong hop
véan hanh binh thuong so vai khi b tn cong 16 den nham danh gia mirc d6 nguy hai khi bi tin cong 16 den ddi voi 2 giao
thirc AODV va AOMDV lam co s& cho viéc nghién ciru trién khai mang VANET clng céc giai phap an ninh can thiét tai
thanh phd Cao Léanh trong twong lai dya trén phan mém mo phong NS-2.
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II. GIAO THUC PINH TUYEN AODV, AOMDYV VA TAN CONG LO PEN

A. Giao thive dinh tuyén AODV

Giao thirc dinh tuyén AODV (Ad hoc On-demand Distance Vector) 1 mot trong nhing giao thirc dinh tuyén phan
ung pho bién nhat dugc st dung cho mang MANET néi chung va mang VANET néi riéng.

AODV duoc phat trién theo chuan RFC 3561, thuéc nhom dinh tuyén phing, don duong va sir dung co ché kham
pha tuyén chu dong. Nt ngudn chi kham pha tuyén khi can dinh tuyén dit liéu. Mdi 1an kham pha tuyén, niit ngudn thiét
lap tuyén duy nhat dén dich va la tuyén co chi phi t6t nhat. Chi phi dinh tuyén cua giao thie AODV dugc xac dinh dya
trén so ching dén dich (hop count), déy la tham s6 cho phep nut ngudn chon tuyen dén dich. Co ché kham phé tuyén ciia
AODV str dung g6i yéu cau tuyén (Route Request - RREQ) va goi tra 161 tuyén (Route Reply - RREP), goi HELLO va goi
béo 16i tuyén (Route Error - RERR) dugc sir dung dé duy tri tuyén [3].

B. Giao thirc dinh tuyén AOMDV

AOMDV (Ad-hoc On-demand Multipath Distance Vector) la mot giao thire dinh tuyén da duong dya trén yéu ciu
trong mang MANET, duoc phét trién dé giai quyet céc van dé vé do tin cdy va hidu suat cua mang [4]. N6 1a mot phan mo
rong cua giao thire AODV, nhung khac ¢ chd AOMDV duy tri nhiéu dudng dan cho mdi ~cdp nguodn - dich, giup cai thién
do tin cdy bang cach cung cip cac lwa chon du phong khi mot hodc nhidu tuyén dudng bi 15i.

Nguyén 1y hoat déng cia AOMDV tuong ty nhu giao thitce AODV. AOMDYV sir dung co ché tim tuyén duong dong
khi can thiét (on-demand). Khi mét nat can gui dir liéu dén mot nat khac ma n6 khong biét tuyén duong, n6 sé phat mot
g6i tin RREQ yéu ciu tuyén. Cac nut trung gian ghi lai théng tin tuyén dudng tir ngudn dén dich va tiép tuc phat goi tin
RREQ cho dén khi dén dugc dich. Khi nat dich nhan duoc g6i tin RREQ, nd s& giri lai mdt goi tin RREP tra 101 tuyén
duong cho nat ngudn. Trong AOMDYV, mdi nit trung gian c6 thé tao nhiéu goi tra 16i RREP, mdi goi RREP tuong mg voi
mot dudng dan khac nhau. Néu mot duong dan bi 1i trong qua trinh truyén, AOMDV sé sir dung cac dudng dan du phong
ma no di duy tri sén, gitp tiép tuc truyén dit liéu ma khong can phai thyc hién lai qué trinh tim kiém dudng dan.

) Uu diém cua giao thirxe AOMDYV la tinh bén ving cao. Nhiéu duong dan du phong gitp duy tri két nbi ngay ca khi
mot s6 dudng dan bi 161 dong thoi giam do tré tim kiém duong dan do giao thire duy tri san nhiéu duong dan ma khong
can thict 1ap lai khi c6 dudng dan bi 16i. AOMDV phu hop v6i mang o6 tinh di dong cao, noi cac ket ndi thuong xuyén
thay doi.

Nhuoc diém cia AOMDV la tiéu thu tai nguyén nhiéu hon do phai duy tri nhiéu duong dan yéu cau bo nhé va xir
1y nhiéu hon so véi cac giao thitc don duong, dong thoi lugng giao thirc truyén tai ciing 16n hon AODV do phat nhiéu goi
tin RREQ va RREP hon trong mang.

C. Tén cong 16 den

Tén cong 15 den 1a mot hinh thirc tAn cong vao giao thic dinh tuyén trén mang. Nat doc hai thao ting giao thirc
dinh tuyén bang cach quang ba ban than c6 duong di ngan nhat dén dich dé nat doc hai trd thanh nit trung gian trong hiu
hét cac tuyén trén mang. Goi tin trén duong giri dén dich di qua nut doc hai va bi huy tai d6 khién cho thong tin trén mang
bi gian doan va két qua 14 hiéu ning mang bi anh hudng nghiém trong.

Dé tién hanh tin cong 16 den, nit doc hai tham gia vao mang VANET va thyc hién hanh vi qua 2 giai doan:

~ * Giai doan 1: Nut doc hai cé gér}g danh lira nt ngudn rang nut doc hai ¢ tuyén dudng dén dich v6i chi phi tét
nhat. Vi vay, nat nguon thict 1ap tuyen dén dich thong qua nut doc hai do chi phi tot. Sau giai doan nay, hau hét cac tuyén
trong mang s€ chira ntt doc hai.

« Giai doan 2: Nt doc hai nhan tit ca goi tin tir ngudn chuyén dén va huy tat ca. (giai doan pha hoai).

Khi bj tAn cong 16 den thi cac luéng UDP bi huy, con luéng TCP bi gian doan vi khong nhan duoc tin hi¢u ACK tur
nut dich.

Tac hai cua cudc tan cong 16 den rat nghiém trong vi mét goi trong cac ung dung lién quan dén an toan co thé gay
ra tai nan nguy hiém dén tinh mang con ngudi. Mot phan tich v€ hi¢u suat cla cac cudc tan cong 16 den trong VANET
dugc dua ra va cho thay rang cudc tan cong co thé anh huong dén mang vé d6 tré dau cudi, thong lugng va tai mang, giao
thirc AODV[3] dé bi tin cong hon OLSR [5]. Bén canh viéc bo cac goi tin mét cach don gian, tin tic cling co thé gui goi
tin gitra chung theo cach dé tao ra mang riéng. Vi du, khi mot yéu cau 16 trinh dén véi mot xe doc hai, n6 co thé gui yéu
cau 19 trinh dén mot xe doc hai khac. Theo cach do, thong tin quan trong d6i voi mang s& khong duoc tin tic chuyén tiép
va ¢6 thé duge gui dén cac xe doc hai khac, thay vi phan con lai cia mang. Do d6, cac xe khac ngoai hai xe doc hai s€
khong nhén dugc cac thong bao an toan da phat di.
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III. CAC NGHIEN CUU LIEN QUAN

Eman Farag Ahmed va cong su [6] dd c6 bai bao vé& danh gia hiéu suét ciia cudc tin cong 15 den trén cac giao thirc
dinh tuyén phd bién AODV, DSR, OLSR va TORA cua VANET. Trong d¢, tién hanh mé phong tin cong véi cac kich ban
¢6 50 nat mang duge bé tri 0, 2, 4 va 6 15 den. Két qua md phong cho thdy hiéu qua dinh tuyén cua ca 4 giao thirc déu
giam manh, trong d6 AODV bi anh huéng nhiéu nhat. Tuy nhién, md phong dugc thyc hién véi cac nat mang di chuyén
theo cac huéng ngu nhién khong theo mot ban dd giao thong cu thé.

Nguyén Qudc Anh va cong sy [7] da van dung md hinh tao céu tric lién két VANET thyc té (Realistic VANET
Topology Generation RVTG) [8] ¢o cai tién dé tao kich ban di chuyén cho cac phuong tién giao théng cho mang VANET
tai mot khu vuc & TP. HCM tir d6 khao sat chat lugng dinh tuyén cua giao thirc AODV trong truong hop bi tan cong 15
den so sanh véi trang thai binh thuong. Két qua mo phong cho thay chat lwong giri goi tin thanh cong ciia giao thic dinh
tuyén AODV bi giam xudng rat manh khi bi tan cong 15 den. Tuy nhién, bai bao chi thyc hién mé phong trén mét giao
thirc AODV va khong so sanh véi bat ky giao thirc dinh tuyén nao khac.

Mot nghién ctru khac do Afdhal va cong su thuc hién [9] nham phén tich céac cudc tan cong 16 den ddi vé6i hiéu suét
dinh tuyén cta giao thitc AODV va AOMDV trong mang VANET. Két qua mé phong cho thay hiéu qua dinh tuyén cua ca
hai giao thirc déu giam manh khi bi tAn cong 18 den, trong d6 AOMDV c¢6 hiéu suit dinh tuyén t5t hon AODV. Tuy nhién,
bai bao thyc hién mé phong v6i 10 niit mang chia thanh 2 nhém di chuyén ngugc chiéu trén dudng thing, khong theo mot
ban d6 giao thong cu thé didu nay khién cho két qua mé phong cé tinh thyc tién chwa cao.

Theo Sharef et al. [10], giao thtc dinh tuyén chu dong khong phu hop véi VANET so véi dinh tuyén phan tng do
cac nat (phuong tién) c6 tinh co ddng cao va di chuyén véi toc do cao.

Qua nhitng phan tich & trén, nhom tac gia nhan thay cn c6 cac nghién ctru thém vé tac dong cua cude tan cong 16
den 1én cac giao thirc phan g trong d6 vi¢c sir dung m6 hinh di chuyén cho céc xe tudn theo ban do giao thong thuc té 1a
rit quan trong dé dam bao két qua phong gan véi thuc té nhat.

IV. MO PHONG HINH THUC TAN CONG LO DEN TREN PHAN MEM NS2

DPé mo phong tan cong 16 den, chung t6i da tham khao cac tai liéu [11] va [12] dé biét phuong phép thuc hién. Giao
thirc dinh tuyén duoc chon dé mé phong 1a giao thire dinh tuyén don dudng theo yéu cau AODV va dinh tuyén da duong
theo yéu cAdu AOMDYV. Phian mém mé phong st dung phan mém NS2 phién ban 2.35. Kich ban giao théng dwoc tao bang
phin mém SUMO va ban dd giao thong dugc trich xuét tir phin phan mém OpenStreetMap, trong d6 chon ban dd khu vic
thanh phé Cao Lanh dé thyc hién md phong. Céac bude thue hién mé phong duoc trinh bay trong phan tiép theo.

A. M6 hinh tgo céu tric lién két VANET thuc té (Realistic VANET Topology Generation RVTG)

Patil cung cac cong sy da d& xuat mé hinh tao kich ban di chuyén cho mang VANET thyc té (RVTG) véi cac cong
cu hd trg gdm: SUMO, OpenStreetMap, eWorld va TraNS [8]. Cac tac gia bai bao [7] dd d& xudt mé hinh twong tu nhung
chi str dung hai céng cu hd trg 1a SUMO va OpenStreetMap, diéu d6 giup qua trinh tao mo hinh mé phong tré nén don
gian va dé thyc hién hon.

Mo hinh RVTG cho phép thiét ké kich ban di chuyén cho cac phuong tién trén mot ban do giao thong thuc té. Cac
budc trong mdé hinh RVTG dwgc md ti trong Hinh 1. Phin mém SUMO va Open Street Map (OSM -
www.OpenStreetMap.org) 1a hai cong cu chinh dugc sir dung dé tao ra cac kich ban di duyén cho cac phuong tién giao
thong. SUMO 1a mot bd ma nguén mo va mién phi dung & mo phong giao thong, duge phat trién tir nam 2001. SUMO
duoc tich hop nhiéu cong cu hd trg ty dong hoa cic tac vu nhu tao, thuc hién va danh gia luu luong giao thong [13].
OpenStreetMap 1a mot dich vu ban d6 thé gidi truc tuyén duge thanh 1ap nam 2014. OSM cung cap cac dir liéu dia 1y do
nguoi dung tai lén.

OpenStreetMap SUMO Enihanil SUMO
» Trich xudt [~ *.osm —{s Ham Netconvert | s Ham Polyconvert
di¥ lisu ban &6 * osm
& T
(1) (2) *metaml * net xml Fpolyxml  (3)
A 4
« S6 phirong tién SUMO S1MO) Thén gian
+ Tham s4 hah trinh * Ham — *rouxm ——jp * Chaymo phong mé phong
RandomTrips
T
“) %) * sumo.xml
SUMO

[ sich ban mo phong ~.Topo | €——{* Hém TraceExporter  [6)

Hinh 1. M6 hinh RVTG thiét ké kich ban mé phéng mang VANET [7]
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B. Cai dt ma lénh vao giao thirc AODV va AOMDYV trén phian mém NS2 dé thwe hi¢n tin cong 16 den

Budc 1: Khai bao thém bién thanh vién cua 16p AODV va AOMDV dé cho phép bat/tat mot nit mang tré thanh nut
ddc hai hay nat binh thuong khi nat duge khoi tao.

Budc 2: Thay d6i ma ngudn ham AODV::recvRequest() cua giao thic AODV va ham AOMDV::recvRequest() cua
giao thte AOMDY, cép nhét doan mé 1¢énh néu nit nay 1a 15 den thi tra 10 tuyen gia mao vé ngudn véi sb chian = 1 va
sequence number 12 mot s rat 16n cua goi tin RREP trude khi giri g6i nguoc vé nut ngudn.

Budc 3: Thay d6i ma nguéq ham AODV::recv db6i v6i giao thirc AODV va ham AOMDV::recv dbi véi giao thirc
AOMDV, cap nhat doan ma 1€nh n€u nut nay la 16 den thi hiy gai tin (1énh thuc hién pha hoai).

Budc 4: Bién dich lai hé théng cho phﬁn mém NS2 dé viéc hiéu chinh c6 hiéu luc.

C. Tao mé hinh mang giao thong khu vwee Thanh Pho Cao Lianh

Budc 1: Sir dung phan mém OpenStreetMap dé trich xuat ban d6 giao thong khu vurc thanh phd Cao Lanh thanh file
*.osm.

Budc 2: Sir dung ham Netconvert ctia phan mém SUMO dé chuyén doi dir liéu cac tuyén dudng tir file ban dd
* osm sang file *.net.xml.

Bugc 3: Str dung ham Polyconvert cua phin mém SUMO dé chuyén ddi file ban dd *.osm, *.net.xml dé 1iy thong
tin dia hinh ctia ban do sang file *.poly.xml.

Bugc 4: Str dung ham RandomTrips cua phin mém SUMO dé tao kich ban di chuyén cua cic xe trén ban db da
dugc chuyén doi ¢ budce 2 thanh file *.rou.xml.

Budc 5: Stir dung phin mém SUMO dé thiét 1ap céu hinh mé phong va kiém tra kich ban di chuyén cia cac xe da
tao & budc 4 va tao file *.sumo.xml. (Hinh 2).

Budc 6: Sir dung phan mém SUMO dé tao m6 hinh mang giao thong tur file ciu hinh m6 phong ¢ bude 5 va file
* sumo.xml thanh céc file TCL kich ban di chuyén cho cac nit mang dé co6 thé st dung trén phan mém NS2.

D. Tao mé hinh mé phong

Nham dénh gia dugc mirc d6 anh hudng cua tan cong 16 den trén mang VANET, ching t61 stir dung cung mét kich
ban m6 phong giao thong tai thanh phd Cao Lanh véi s6 lugng xe di chuyén 1a 100 xe dé tao 4 kich ban mo phong trén
phan mém NS2. Cac thong sé cua 4 kich ban mé phong co ban giéng nhau ngoai trir kich ban 1 st dung giao thie dinh
tuyén AODV khoéng ¢ nut doc hai (0 15 den), kich ban 2 sir dung giao thite AODV ¢6 1 nut doc hai (1 15 den), kich ban 3
st dung giao thirc AOMDYV khong c6 nat doc hai va kich ban 4 sir dung giao thirc AOMDYV c¢6 1 nit ddc hai. Nat doc hai
1a mét nit duge chon trong 100 nut dwoc phin mém SUMO khéi tao ngiu nhién va thiét 1ap tham sé dé kich hoat niit d6
thanh nat doc hai. Hanh trinh di chuyén ctia nat doc hai nhu hinh 2, di qua tuyén dudng 16n ¢ trung tim cua thanh phd Cao
Lanh, noi c6 mat d¢ giao thong cao.

£+ OpenStreethap

s+ " [:Diem khoihanh
e~ caia Blackhole

Hinh 2. Ban db giao thong thanh phé Cao Lanh

Hinh 3 thé hién vi tri khoi hanh cua tat ca cac nut trong d6 ntit doc hai c6 mau dd, nut nguon phat c6 mau xanh
duong va nit nhdn c6 mau xanh 14 cay.



64

ANHHUONG CUA TAN CONG LO BPEN TREN GIAO THUC PINH TUYEN AODV VA AOMDV TREN MANG VANET TAL ..

AODY_CL_0.nam

I3

X nam: AODV_CL 05.nam
‘ Eile Wiews fnalysis |
‘ “« | «
=
=
j
"
9l
=
W
v ¥
° Y
o

e
‘ I\I\I‘H\HHH'\I\I\IH\‘HHHI\I‘I\IH\H\‘H\I\I\I\lﬂHHH\‘I\I\I\IH‘\HHHI\l\I\IH\H‘HHI\I\I‘IHHHH‘\I\I\I\I\‘\HHH\I‘I\I\IHH‘\HHI\I\l\IHHH\‘HI\I\I\I‘IH\HH\‘\I\I\I\I\‘HHHHI‘I\I\IHH‘HH\I\I\'\IHHH\‘HI\I\I\I‘\HHHHl\I\I\IH\‘HHHI\I‘I\IHHH‘\HI\I\I\lH\HHH‘I\I\I\IH‘\HHHI\l\I\IHH\‘HHI\I\I‘IH\HH\‘\I\I\I\I\‘H

Hinh 3. Kich ban m6 phong VANET véi mot ntt doc hai

V. PANH GIA HIEU NANG

A. Kich bén va tham sé mé phong

Chi tiét tham s6 ctia 4 kich ban mé phong trinh bay & Bang 1.

Bang 1. Chi tiét thong s6 mo phong

Tham so

Gia tri cho tirng kich ban

Kich ban 1: Kich bén 2: Kich ban 3: Kich bén 4:
AODV-0 AODV-1 AOMDV-0 AOMDV-1
(0 blackhole) (1 blackhole) (0 blackhole) (1 blackhole)
Pham vi mé6 phdéng 4000 m x 3000 m| 4000 m x 3000 m | 4000 m x 3000 m| 4000 m x 3000 m
Thoi gian mo phéng 200 s 200 s 200 s 200 s
S6 lugng nut 100 100 100 100
S6 nut blackhole 0 1 0 1
Ban kinh phat song 250 m 250 m 250 m 250 m
Van toc 0..30 m/s 0..30 m/s 0..30 m/s 0..30 m/s
Kich ban di chuyén Theo ban d6 | Theo ban d6 | Theo ban d6 giao| Theo ban do giao
giao thong giao thong thong thong
Giao thirc van chuyén UDP UDP UDP UDP
Giao thirc dinh tuyén AODV AODV AOMDV AOMDV
S6 két ndi UDP 20 20 20 20
Kich thudc goi 512 Bytes 512 Bytes 512 Bytes 512 Bytes
Hang doi Droptail Droptail Droptail Droptail

B. Pdnh gid két qud mé phéng

Két qua mo phong dugc trinh bai thong qua biél‘l dd so sanh hiéu ning mang VANET khéng c6 16 den so voi md
hinh mang VANET c6 1 16 den, tir d6 it ra ket ludn vé mirc d¢ anh hudng cua tan cong 10 den vao giao thirc AODV va

AOMDV d6i véi mang VANET tai thanh phé Cao Lénh.

Céc thong s6 chinh phan anh hiéu ning mang VANET duoc danh gia gom:
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- Ty 1¢ guri g6i tin thanh cong (PDR- Packet Delivery Ratio) 1a ty 1€ gitra s6 goi tin duoc phan phat thanh cong dén
dich so véi s6 go6i tin da dugc gui di tir nguon phat.

- Phy téi dinh tuyén (RL) 14 s6 lugng goi tin diéu khién tuyén hao phi can phéi xit Iy dé dinh tuyén thanh cong mot
g6i dir liéu dén dich.

- Thoi gian tré trung binh (EtE) la thoi gian trung binh dé dinh tuyén thanh cong mot goi tin dén dich.

2 oY Ed ~ 2 r . ~
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Hinh 4. Ty 1€ gt go6i tin thanh cong
Tir biéu db thong ké ty 18 giri goi thanh cong (Hinh 4) cho thdy khi mang van hanh binh thuong, khong bi tn cong,
giao thuc AODV c¢6 ty 1€ gri g6i tin thanh cong trung binh 58,5% cao hon so vai ty 1€ gui gbi tin thanh cong trung binh 1a
39,3% cua giao thirxt AOMDV. Piéu nay xay ra do d6 phtic tap cao cua giao thirc dinh tuyén da dudong AOMDV, viéc duy
tri nhidu duong dan doc 1ap gitra ngudn va dich, dan dén viéc kiém tra, xtr 1y va bao tri cac tuyén dwdng phuc tap hon.
Trong méi truong mang c6 tinh di dong cao nhu VANET, su thay dbi lién tuc cta cac duong dan c6 thé gy ra su qua tai
trong qua trinh quan 1y da duong, dan dén giam ty 1 giri goi tin thanh cong.

Tuy nhién khi mang bj tan cong 16 den boi mot niit doc hai, ty 1& giri goi tin thanh cong trung binh cua giao thirc
AODV giam rat manh tir 58,5% xudng chi con 7,8% (giam 86,8%) trong khi giao thirx AOMDV ty 1é giri goi tin thanh
cong co ty 18 giam thap hon tir 39,3% xudng con 23,4% (giam 40,4%). Didu d6 cho thay khi bj tan cong 16 den ty 1& gui
goi tin thanh cong cua giao thie AOMDV it bi thiét hai hon giao thuc AODV. Diéu nay cé thé ly giai do giao thuc
AOMDV duy tri nhiéu duong dan giira ngudn va dich. Néu mot duong dan chinh bi tan cong boi nat 16 den, cac duong
dan dy phong vén co thé ton tai va dugc sir dung dé giri goi tin. Diéu nay gitp dam bao  rang cac goi tin van co thé duoc
guri thanh coéng ngay ca khi mot trong cac duong din bi tin cong. Nguoc lai véi co ché dinh tuyén don dudng cua giao
thirc AODV, ngay khi tuyén dudng bi tdn cong, AODV khong cé tuyén dudng du phong dé sir dung, do dé ty 18 giri goi tin
thanh cong cua giao thirc AODV bi anh huéng nghiém trong hon AOMDV khi bi tan cong 15 den.
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Hinh 5. Phy tai dinh tuyén

Hinh 5 trinh bay két qua so sanh phu tai dinh tuyén cua giao thitc AODV va AOMDV khi & trang thai binh thuong
50 v6i bi tan cong boi 1 16 den. Tir biéu dd cho thay, khi mang khong bi tin cong, phu tai dinh tuyén cua giao thuc AODV
c6 gia tri trung binh 13,6 goi, luén thap hon giao thirxt AOMDV véi gi4 tri trung binh 34,9 201 Diéu nay xay ra do co ché
dinh tuyén da dudng cua giao thirx AOMDYV. Dé thiét 1ap va duy tri ciing luc nhiéu tuyén duong doc lap giita cac cip
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ngudn va dich, giao thic AOMDV sir dung phiéu g6i tin diéu khién dinh tuyén hon $0 V61 co ché dinh tuyén don duong
cua giao thitc AODV, do d6 phu tai dinh tuyén cta giao thirc AOMDYV luén cao hon rat nhi€u so véi giao thirc AODV.

Khi mang bi tin cong 15 den, phu tai dinh tuyén cta giao thie AODV ting cao v6i gié tri trung binh tir 13.6 goi 1én
54.9 goi. Pidu nay c6 thé 1y giai do khi bi tin cong 16 den, hau hét cac nut mang giri goi tin dén nit 16 den gay nghén, viée
khong nhan duoc goi tin duy tri tuyén do nghén mang khién cho nhiéu nut khéi dong lai qué trinh kham pha tuyén lam
tang phu tai dinh tuyén.

Tuy nhién véi giao thitc AOMDV, khi bi tin cong 15 den, gi4 tri trung binh phu tai dinh tuyén lai giam tir 34.9 goi
xudng con 32.1 gbi va ty 1¢ giam khong nhiéu. Diéu ndy xdy ra la do ¢ trang thai binh thuong, khong bi tan cong,
AOMDV duy tri nhiéu tuyén duong dé dam bao tinh sin sang, nhung diéu nay co thé tao ra mot lwong 16n géi tin diéu
khién dé kiém tra va duy tri tuyén khién cho phu tai dinh tuyén cao. Khi bi tin cong 156 den, nhiéu goi tin duoc giri dén nut
16 den gay nghén, cac g6i tin duy tri tuyén bi anh huong lam cho nhiéu tuyén dudng tré' nén khong kha dung va bi loai
khoi bang dinh tuyén. Viéc duy tri it tuyén duong hon lam giam phuy tai dinh tuyén.
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Hinh 6. D tré trung binh

Hinh 6 thé hién két qua mo phong d¢ tré trung binh ciia giao thitc AODV va AOMDV ¢ trang thai binh thuong so
v6i bi tAn cong boi 1 15 den. O trang thai khong bi tin cong, giao thitc AODV c¢6 d6 tré trung binh cao & murc 1173.7 ms.
Nguoc lai, AOMDV c¢6 d6 tré thép véi gia tri trung binh 272.6 ms. Khi bi tAn cong 16 den, giao thic AODV co gia tri
trung binh ctia d6 tré 12 1551.6 ms, ting so v&i trang thai khong bi tn cong. Nguoc lai, giao thic AOMDV c¢6 gia tri trung
binh cua d6 tré 12 189.8 ms giam so v&i trang thai khong bi tin cong. Tir d6 cho thdy thoi gian phan hdi cua giao thic
AOMDYV trén VANET nhanh hon so véi giao thitc AODV ca trong trang thai binh thudng va trong truong hop bi tan cong
16 den. Diéu nay c6 thé 1y giai do AOMDV duy tri nhiéu tuyén duong giita cac nit, khi mé hinh mang thay d6i nhanh do
céc xe lién tuc di chuyén, viéc st dung tuyén duong dy phong dé giri cac goi tin ma khong phai kham pha lai tuyén giup
cho cdc goi tin duge chuyén tiép nhanh hon giao thirc AODV. Khi AOMDV bj tan cong 156 den, mot sb lwong 16n géi tin bi
huy do 16 den va khong duoc gui lai do giao thire UDP khong c6 co ché phan hdi nén luu lwong mang giam, cac tuyén
khong bi tan cong tré nén it bi tic nghén hon, cac goi tin duge giri nhanh hon khién cho d6 tré trung binh giam.

Déi véi glao thirc AODV trong trudng hop bi tan cong 16 den, do luu lugng mang 16n gui dén nut 15 den gay nghén
khién cho cac goi tin duy tri tuyén khong dugc phan hdi, nhiéu tuyén duong nhanh chéong bi 16i, qua trinh kham pha tuyén
moi dién ra lién tuc khién cho d tr& trung binh ting cao (va phu tai dinh tuyén ciing ting nhu Hinh 5).

V.KET LUAN

Théng qua md phong trén phin mém NS2, bai bio da danh gia mirc d6 anh huong cia tin cong 16 den vao giao
thirc dinh tuyén AODV va AOMDYV trén mang VANET khu vuc trung tim thanh phd Cao Lanh. Két qua cho thdy & trang
thai khong bi tin cong, giao thirc AODV c6 ty 1& giri goi tin thanh cong cao, phu tai dinh tuyén thp, d6 tré trung binh cao
trong khi giao thirxc AOMDV c¢6 ty 1& giri gdi tin thanh cong thip hon AODV, phu tai dinh tuyén cao, d6 tré trung binh rat
thap so v6i AODV. Khi bi tdn cong, giao thirc AODV c¢6 ty 18 giri goi tin thanh cong bi giam nghiém trong, phu tai dinh
tuyén tiang cao, d6 tré trung binh ting cao trong khi giao thirxt AOMDV c¢6 ty 1¢ giri goi tin giam & mirc trung binh, phu tai
dinh tuyén giam nhe va d¢ tré trung binh giam nhe. Qua d6 c¢6 thé két luan, tin cong 16 den c6 mirc dd anh huong nghiém
trong ddi voi mang VANET sir dung giao thirc dinh tuyén phan tung don duong AODV nhung muc do anh huong it
nghiém trong hon khi VANET sir dung giao thirc dinh tuyén phan tng da duong AOMDV. Sau bai bao nay chung toi s&
tiép tuc nghién ctru cac giai phap phong chdng tan cong 16 den trén cac giao thirc AODV va AOMDV trén mang VANET.
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IMPACT OF BLACK HOLE ATTACKS ON AODV AND AOMDV ROUTING PROTOCOLS
IN VANET NETWORKS IN CAO LANH CITY
THROUGH SIMULATION

Tran Phuong Tuong Nhu, Nguyen Thi Thu Thuy, Dinh Huu Nhan, Luong Thai Ngoc, Vo Thanh Tu

ABSTRACT: The Vehicular Ad Hoc Network (VANET) is a next-generation network technology deployed on moving vehicles.
Each vehicle is participating in the network that becomes a router or a wireless network node connecting with nearby vehicles within a
short range. Many connected vehicles form a large network system to share information. The purpose of VANET is to provide a smart
and safe traffic environment for drivers. Due to the characteristics of wireless networks, it is difficult to implement comprehensive
security solutions as in fixed networks, making VANETS sensitive to hacker attacks. Several types of attacks on VANETSs have been
identified, among which the black hole attack is one of the most seriously harmful to network operation. In this paper, we investigate
and simulate black hole attacks on the single-path reactive routing protocol AODV and the multipath reactive routing protocol AOMDYV
in a VANET simulated based on the traffic map of Cao Lanh city. From there, we evaluate the impact on network performance in
normal conditions and under black hole attack for the two mentioned routing protocols.
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